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òBy 2012, 80% of Fortune 1000 enterprises will be using 

some cloud  computing services, 20% of businesses will 

own no IT assets.ó 

òThe bottom line: Early adopters are finding serious 

benefits, meaning that cloud computing is real and 

warrants your scrutiny as a new set of platforms for 

business applications .ó  

Sources: 

www.gartner.com/technology/summits/na/data -center/analyst-qa.jsp 

www.forrester.com/rb/Research/q%26a_by_2011%2C_cios_must_answer_question%2C/q/id/55193/t/2  
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Malicious And Potentially Unwanted Software 

Number of computers cleaned for every 1,000 MSRT executions, by operating system, 2Q10 
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Security Intelligence Report Volume 9 
http://www.microsoft.com/security/sir 
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Family Most Significant Category 1Q10 2Q10 

1 Win32/Conficker Worms 21.3% 22.0% 

2 Win32/Rimecud Worms 9.0% 9.8% 

3 Win32/Autorun Worms 7.3% 8.3% 

4 Win32/Taterf Worms 4.1% 6.9% 

5 Win32/Frethog Password Stealers & Monitoring Tools 6.5% 6.0% 

6 Win32/RealVNC Miscellaneous Potentially Unwanted Software 5.6% 5.4% 

7 Win32/Hamweq Worms 7.0% 5.3% 

8 Win32/Renos Miscellaneous Trojans 5.2% 3.4% 

9 Win32/FakeSpypro Miscellaneous Trojans 2.3% 3.0% 

10 Win32/Bredolab Trojan Downloaders & Droppers 2.4% 2.7% 

Top 10 families detected on domain-joined computers in2Q10 

 

Malicious And Potentially Unwanted Software  
 

http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Win32/Conficker
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Win32/Rimecud
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Win32/Autorun
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Win32/Taterf
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Win32/Frethog
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=RemoteAccess:Win32/RealVNC
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Win32/Hamweq
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Win32/Renos
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Win32/FakeSpypro
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Win32/Bredolab
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E-Mail Threats 
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E-Mail Threats 
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Delivered 9,740,907,973 11,594,625,114 16,944,213,823 17,383,913,329 10,811,833,125

Content Filtered 38,258,227,962 56,616,565,058 79,798,550,868 21,511,330,566 10,763,446,377

Edge Blocked 67,655,543,019 386,982,872,081 959,428,000,000 738,676,583,409 442,572,855,072
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Drive-By Download Attacks 

2. IFrame embedded  

in page secretly  

loads another page 

3. The page redirects  

to another page 

containing an exploit 

4. If the exploit  

succeeds, malware 

downloads from 

another server to the 

victimôs computer 

User Compromised or 

Malicious Web Server 

Redirector Exploit Server Malware Server 

1. User with vulnerable 

computer visits 

compromised  

Web page with  

invisible IFrame 
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Automated SQL Injection Attacks 
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SQL Injection Malicious Input Example 

Logging in: 

SELECT * 

FROM Users 

²I9w9 bŀƳŜ Ґ ΨjohnΩ 

AND 

tŀǎǎǿƻǊŘ Ґ ΨabcΩ 

Bypassing passwords: 

SELECT * 

FROM Users 

²I9w9 bŀƳŜ Ґ ΨjohnΩ 

AND 

Password =   ΨOR 1 = 1 --Ω 

Extra query clause added by attacker 

bŀƳŜ Ґ ΨƧƻƘƴΩ !b5 tŀǎǎǿƻǊŘ Ґ Ψ Ψ  OR  1 = 1 --Ψ ȅour code does not run 
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Security Breach Trends 
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Botnet in action 
1) άaŀƭǿŀǊŜ !ǳǘƘƻǊΩ 
grows BOTNET & makes 
ŀǾŀƛƭŀōƭŜ ǘƻ άōǳȅŜǊǎέ 

2) Access is purchased via 
ΨMarketPlaceΩ 

4) 
BOTNET 
attacks 
seen at 
multiple 
entry 
points 

5) BOTNET also serves to 
ΨǊŜŎǊǳƛǘΩ ŀŘŘƛǘƛƻƴŀƭ .h¢ǎ 

3) 
BOTNET 
use 
granted 
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Botnet online black markets 
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Win32/FakeSpypro rogue security 
downloaded by Win32/Waledac 
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Malicious And Potentially Unwanted Software  
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Business Landscape 

Å More connectivity and collaboration  

Å Increased regulatory and compliance pressure 

Å Greater need for identity-based protection and access 

Å Greater IT choice: On-Premises vs. Cloud 

Increased  
volume 

Greater 
sophistication 

Profit  
motivated 

Product  
proliferation 

Lack of  
integration 

High cost  
of ownership 

Threats Current  
Solutions 

Security not aligned to business needs and new opportunities  

òInformation security today suffers from a proliferation  
of unconnected point products, creating unnecessary 
complexity and cost ê information security needs to  
move to integrated, identity -aware, adaptive security 
systems that support business initiatives instead of  
blocking them.ó  

Neil MacDonald, VP and Gartner Fellow 

Business Challenges 




